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FEDERATED LEARNING
• Enhanced Privacy 
• Bandwidth Efficiency 
• Scalability 
• Personalized Models 

Use Cases: 
• Healthcare 
• Finance 
• Smart Devices 
• Autonomous Vehicles 
• Retail 
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WAZUH
• An Open-source Security 

Information and Even 
Management (SIEM) 
system.

• Provides centralized 
logging, monitoring, and 
analysis of security events.

• Detects and responds to 
threats in real-time.
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WAZUH



WAZUH
Wazuh Agent:

• Lightweight agent on endpoints 
(servers/workstations) collects logs, 
monitors security events, and reports to 
the Wazuh server.

Wazuh Server:
• Central hub analyzes logs/events for 

threats, generates  alerts, manages 
agents, and monitors their health.

Wazuh Indexer:
• High-performance storage efficiently 

stores and indexes logs/events for 
historical analysis and trend 
identification.



WAZUHWazuh agent 
deployed at 

master node of 
the 

heterogenous 
cluster.
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SNORT
• An open-source intrusion detection 

system (IDS) and intrusion 
prevention system (IPS).

• Monitors network traffic for 
suspicious activity.

Why Integrate Snort with Wazuh?

• Enhances threat detection 
capabilities.

• Provides detailed network traffic 
analysis.

• Correlates Snort alerts with 
other security data in Wazuh.



GRAFANA
• An open-source platform for monitoring 

and observability.
• Supports diverse data sources, 

including Elasticsearch, Prometheus, 
and more.

Why Use Grafana with Wazuh?

• Provides advanced data visualization 
capabilities.

• Customizable dashboards for real-time 
monitoring.

• Enhances the ability to analyze security 
metrics and trends.


	Heterogeneous Cluster
	Comparison & Benchmarks
	Federated Learning
	Slide 4
	Slide 5
	Wazuh
	Wazuh (2)
	Wazuh (3)
	Wazuh (4)
	Snort
	Grafana

